Abstract
Introduction
Entities from the entire world operate under the influence of the market and technological progress, and they are governed by the political, economic and social environment. As all these elements undergo transformation, the work carried out may be affected in the sense of changing the previously established objectives and these possible deviations from the objectives set out in the initial plans are called risks, the constant presence and variety of which accentuates the concerns in order to create procedures and adopting modern management tools. Consequently, risk assessment and modelling is "a complex activity that includes approaches of several disciplines from distinct branches of science, namely knowledge of economic, sociological, technological and political domains" [Bârsan-Pipu N. & Popescu I., 2003] . The data obtained from the risk assessment has an influence on the decisions and the success of the strategies adopted at micro and macroeconomic level.
The risk -concept, particularities, typology
The definitions associated with the notion of risk acquire different nuances depending on the target perspective, but in all appreciations there are two common elements, namely uncertainty and loss. Addressed from the perspective of internal managerial control, the risk is "an uncertain event, a situation, an event that has not occurred at present, but can be manifested in the future, in which case there is a threat in terms of obtaining the results previously established" [Burcea M. & Tanase I., 2007] . The internal managerial control system comprises all the forms of control exercised at the level of a public entity, elaborated and implemented in accordance with its objectives and applicable legal regulations.
Each public entity sets out general objectives, which at operational level are associated with specific objectives that need to be defined "as accurately as possible and can be quantified by associating some indicators" [Voinea C.M., 2016] . Therefore, the internal managerial control system implemented within the entity must ensure that unacceptable risks are avoided and maintain tolerable risks inherent to each activity in achieving the objectives in order to achieve their effectiveness and efficiency. Negative risk is uncertainty, hindrance or threat, but viewed positively, it takes the form of an opportunity. Threat or opportunity, risk is characterized by two elements:
1. The probability of occurrence of the risk -the risk increases at the same time as its probability increases;
2. The impact of risk -the risk grows as the effects increase. Risk evaluation is based on these two variables in the risk management activity, meaning by adequate risk management covering "all processes of risk identification, assessment and assessment, setting responsibilities, taking mitigation or anticipation measures periodic review and monitoring of progress " [MFP, 2007] . Each risk is associated with risk exposure, a probabilistic concept to anticipate the consequences, as a combination of the probability and impact that an entity may experience in relation to predetermined objectives, assuming the materialization of the risk. Thus, exposure to risk can be established before the risk materializes, in a two-dimensional scale, at the intersection of the impact with the probability.
In order to establish internal management control measures, it is necessary to compare the risk exposure determined for the risk identified with the risk tolerance. Risk tolerance is "the amount of risk that an entity is prepared to tolerate or is willing to expose at a given time" [MF, 2007] and is also determined as a product between probability and impact. When risk exposure is compared with risk tolerance, the extent of the risk control measures to be taken is much more evident. Thus, not the absolute value of risk exposure is important, but the deviation of risk exposure to risk tolerance. If risk exposure is less than or equal to risk tolerance, no risk control measures will be required, which means that the risks are accepted. However, otherwise, it is necessary to adopt risk control measures so that exposure to risk falls within the limits of risk tolerance.
Establishing the risk tolerance limit is a major act of managerial accountability, as this determines the risk exposure that is assumed, in correlation with the assumed costs of risk control measures.
The current applicable risk management legislation provides for the following types of risks that can be identified within an entity:
1. Inherent risk is the risk that occurs before internal control measures are taken to reduce its effect and is associated with each specific objective set at operational level; 2. The residual risk is "exposure due to a certain risk after measures have been taken to mitigate it. Risk mitigation measures belong to internal control " [M.F.P, 2007] ; 3. The control risk is manifested in the form of irregularities or errors that could not be detected during the control actions and is generated by the probability that the internal control system will not function and thus cannot prevent or correct the existing dysfunctions within the entity ;
4. The risk of non-detection is "the risk that a certain event or threat cannot be identified and managed or the risk that the internal audit tests does not detect any significant errors or irregularities" [M.F.P- UCAAPI, 2014] .
From the point of view of the sources that lead to the occurrence of the risks, they were classified into two main categories:
1. External risks -sources of risk that affect certain activities as a result of events outside the entity; they cannot be controlled because they do not depend on the entity's internal activity. These are political, economic, socio-cultural, technological, legal, environmental risks (due to extreme climatic conditions);
2. Operational risks -refers to the entity's current activity being related to the conduct of business, the mode and the risk management capability of regularity and fairness, identification of risks and opportunities, flexibility, adaptability and security as well as decision-making processes concerning future activity, subject to uncertainty and requiring an analysis of the new directions that will be applied at entity level in the development of new strategies, new policies, new programs, new projects.
Methods and techniques for identifying, measuring and monitoring risks
According to applicable legislation, internal managerial control can be defined as "an integral process achieved by the management and staff of an entity and is intended to identify the risks and to reasonably assure that in the process of achieving the entity's engagement, achieved its general objectives " [Burcea M. & Tanase I., 2007] .
In the same context, risk management is "a general management function of the organization whose objective is to identify, analyse and control the causes and effects of uncertainty and risk in an organization" [Arthur & Williams, 1995] .
The risk monitoring process ensures both the identification of the uncertainty regarding the achievement of the objectives and the risk associated with it, and the entity is given the opportunity to increase its capacity by providing more efficient public services.
The risk monitoring process includes the following actions: 1. "Identification of the risks related to the activity of the organizational structure, both in terms of external factors and internal factors, at the level of the entity and at the level of the performed activity; 2. Risk assessment by assessing the significance of the risks and their likelihood of occurrence;
3. Determining the inclination / willingness to accept risks; 4. Determining the answers to the risk and determining the actions to be taken " [Romanian Court of Accounts, 2011] .
Risk identification
Risks are identified in relation with the objectives whose achievement may be affected by their materialization, and the formulation of a set of clearly defined objectives in the entity is materialized in the essential premise for defining and identifying risks. Risk identification is the first step in establishing the risk profile of each entity, which is outlined in two hypostases:
1. Initial risk identification is specific to new entities or that have not previously done so in a structured manner. At the same time, this situation is noted in the idea of starting a new project or introducing a new activity in the entity.
2. Permanent risk identification is specific to those entities that have strengthened a risk monitoring system because continuous identification is preferable to knowing the risks that have not previously occurred due to circumstances, changing circumstances in which the risks found previously, but also the identification of risks that have previously occurred, but are no longer relevant to the organization.
Following this process, it is possible to "quantify the risks and establish ways of approach for avoiding the hypostases in which the organization is affected by unknown events" [Burcea M. & Tanase I., 2007] .
Risk evaluation
This process involves determining the probability of materializing the risks and the consequences they imply on the objectives if they materialize. Each entity is subject to risks, which may be its own risks attached to the specificity of the entity, risks specific to each activity performed, but also external risks to the entity.
Evaluating the probability of materializing the risks and the impact of the consequences on the objectives if it is realized is the combination between the estimated probability level and the estimated impact level, meaning the risk exposure at the basis of which the risk profile is realized. Risk management involves identifying, evaluating, and determining how to react to them, so it is important to pursue an optimal response to risk according to a certain order of priorities as determined by the risk assessment, other wise said to act in the direction of management risks to an acceptable limit, meaning risk tolerance. To tolerate a risk involves tolerable and justifiable exposure, and looking from the perspective of opportunities, to tolerate a risk involves its analysis in order to obtain future benefits.
Once the risks have been identified and evaluated and after the tolerance limits have been defined within which the entity is willing at any given time to assume the risks it is necessary to determine the type of risk response for each individual risk that may be represented by:
1. Accepting the risk of tolerance when the entity does not take any action to reduce the likelihood of occurrence or impact on the entity's activity; 2. Permanent risk monitoring is the approach that accepts risk in keeping it under continuous surveillance. It is chosen by this strategy the decision to postpone the adoption of internal control measures until the increase in the likelihood of occurrence of the risks subject to this treatment is established; 3. Risk transfer, by outsourcing it, is applicable to financial, asset-related or outsourced activities, although most risks cannot be fully transferable; 4. Risk management is by far the most common way of responding to the difficulties that may arise in achieving an entity's goals. This measure applies as a result of well-established and established decisions by management. The strategy involves action to mitigate the likelihood of the risk, the impact it may have or both; 5. Avoiding risk refers to giving up activities that involve it One particular importance in analysing the response to risk is the determination of an entity's potential risk-aversion, such is the amount of risk to which it is exposed before it considers that measures need to be taken. It is worth to mention that the risk mitigation of public entities may vary according to the perceived importance of risks, the identification of risk mood, with a strong subjective character.
Study regarding the process of identifying and evaluating risks in a public entity of national interest
The risk management procedures for the public sector are detailed and formalized. Risk control and monitoring, as the last step of the risk management process, has as main concern to detect all known risks and to identify the new ones.
In order to highlight how to implement the risk management procedures, we have conducted a study in a territorial sub-unit within a national public interest institution whose main object of activity is knowledge, protection, sustainable use and implementation the value of water resources, as well as the management of the national hydrological measurement network
The public entity risk management process, which is the subject of the case study, includes all actions related to identifying, evaluating, adopting mitigation or anticipation measures, periodic review, monitoring progress, and establishing management responsibilities. In the elaboration of the risk monitoring plan it is necessary to identify the possible risks in line with the activities carried out at the level of each compartment and, subsequently, their classification in relation to the risk sources.
In order to facilitate the institution's activities to combat potential risks, a working procedure has been implemented defining the main issues and the process to be followed in managing risk.
Thus, every job manager has the obligation to identify with the employees in the compartment the activities carried out. As each activity is subject to events, actions or threats, both inside and outside the hierarchical level, and the objectives proposed at the institution level are achieved by carrying out one or more activities, it is necessary to first identify them. Risks are related to specific actions in the structure of activities, linked to objectives for evaluation and prioritization. As a consequence, each compartment assesses all relevant risk categories and, on the basis of the collected risks, the risk registers are compiled on the compartments.
Within the public institution, the following patterns were established for assessing the probability level and the impact caused by the potential materialization of the identified risks on the objectives: -low: the likelihood of occurrence over a period of 3 to 5 years is limited, such risks that have not occurred so far or intervened only a few times; the event has a low probability of occurrence; minimum efforts are required to reduce the probability and / or mitigate the impact produced.
-medium: risk materialization is probable in an average time span of 1 to 3 years; the event has a significant probability of happening; significant efforts are required to reduce the probability and / or mitigate the impact -high: the effects of the risk may occur over a short period of time, meaning less than 1 year; the event has a high probability of manifestation; priority efforts are required to reduce the probability and mitigate the impacts produced.
So, within the public entity, the three-level risk assessment system was adopted, both the probability and the impact being attributed to 1-to-3-high values. The risk matrix that basically corresponds to the level of risk exposure is as follows: Exposure to risk is the consequence, as a combination of probability and impact that the entity may feel against predetermined objectives if the risk materializes. Exposure to risk occurs at the intersection of column lines.
Given the impact and likelihood of 1 to 3, exposure to risk ranges from 1 to 9. At least annually or whenever appropriate, the managers of the organizational structures shall analyse the stage of implementation of the control measures, their effectiveness, as well as the reassessment of the risks from their area of responsibility.
In the review process, it is analysed whether: the risks persist, new risks have emerged, the impact and probability of the risks have changed, in which case the risk levels are revised, new risk control measures and deadlines for their implementation are required or imposed re-prioritization of risks.
Exemplification of the risk identification and evaluation procedure Department: Financial and accounting Specific objective: Systematic reflection in accounting, on the basis of supporting documents, of all treasury operations Activity: Verification of travel reports (internal and external), preparation of receipts and / or payments documents, advance payments, settlement in due timepenalties calculation Inherent risk: Lack of supporting documents, attachments to account statements or the House Registry tab Impact: 3 Probability: 2 Risk exposure: 6 Risk category: medium Given the category of risk involved, the entity must take measures to mitigate it, measures to ensure the permanent correlation of the records in bank (Treasury) and House Registry records with the existence of the supporting documents provided by the applicable regulations as annexes to the centralizing documents specific to the treasury activity.
Following the above steps, all risks associated with the specific activities and objectives established within the compartment will be identified and evaluated. At the time of identifying a new risk, a preliminary risk analysis will be carried out, thus acting for the documentation of the evaluation process when completing the Risk Alert form, a form including explicit risk presentation, preliminary enumeration of causes, description of hypotheses and factors risk analysis, risk analysis, risk analysis, risk assessment, preliminary risk exposure assessment by reference to the value of the resource or operation, estimation of the probability and risk level by assigning notations on importance, drawing up an opinion on the measures to be taken treatment applied to manage risk and fitting it within tolerance limits.
If the risk is not relevant, it is the classification of the form, and then it is considered that the risk affects objectives higher than those identified at the level of the compartments, it is going to escalate to the higher levels of the management. For the risks retained at the level of the compartment, the risk follow-up sheets will be prepared according to the working procedure established by the public entity and specifying the preventive or corrective actions in case the risks have been manifested.
Finally, based on all the data resulting from the risk identification, assessment and follow-up process, the Risk Register shall be drawn up, a document containing all elements of identification, synthesis, evaluation, strategy and risk review of the compartment at a given point in time.
Conclusions
In our opinion, integrating the risk monitoring process into decision-making is a necessity, being a tool at the disposal of management to help guide the entity towards its objectives in the most direct, efficient and effective way.
At the same time, the importance of a risk monitoring process also arises from the purpose of such a process, namely to support an entity to identify the uncertainty about the achievement of objectives, but also to catalogue the associated risk, while at the same time , the opportunity to use public funds under conditions of economy, efficiency and efficiency.
It is worth mentioning that the risk mitigation of public entities may vary depending on the perceived importance of risk. In formulating a general risk strategy an important aspect is the identification of a mood to risk, which is subjective. In this context, determining the risk response in determining the risk response is a risk factor for the entity, meaning the amount of risk that it is willing to accept before deciding on the adoption of measures that consume financial resources, material and human.
We believe that the development of a managerial internal control system that provides the procedures, techniques and tools to manage and manage risks within the public entity is a process that involves improving performance and governance, although it is a new system in addition to existing ones.
